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+Cisco’s Wi-SUN FAN Leadership

+Cisco Wi-SUN FAN Solution
- IR8140 Border Router
- IR510/530 Routers
- Wi-SUN FAN NIC + Stack
- loT-FND Network Management

with * opencsmp

+Cisco Wi-SUN 1.1 updates




Cisco is a leader in Wi-SUN
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Representing countries

Multi-vendor interoperability
Vendor competition

Customer choice

Robust certification program to
ensure interoperability




Open standards build larger, stronger markets

Transitioning from proprietary non-IP networks to standards-based IP networks enables Zero-Touch
Provisioning (ZTP) with enhanced security and scalability.

Increases vendor Enhances Enables new
choice security applications

Wi-SUN can do the same for wireless critical infrastructure networks
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Multi Service Field Area Network (FAN) Solution
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* Dis Planning
* IWC

* FLISR

* SCADA
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Mesh Management System
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DHCP / Security

Data Center & Enterprise Apps



Key elements of the Cisco Resilient Mesh Stack

Standards Based

* Wi-SUN 1.1 certified endpoints and
Border router solution

Leading Future Wi-SUN implementation

e Driving Wi-SUN 1.1 standard (Core, High Performance
and Low Energy).

Wi-SUN FAN + Enhancements

* Blacklisting of endpoints
* Secure certificate management [RFC 7030]

* IR510Raw Socket serial data transport
* Advanced QoS capabilities
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Network Management

* FND provides mature, million scale device
lifecycle mananegemnt.

*  OpenCSMP enables any third-party device to
be mananged by FND.

* Registration, configuration ,metrics
reporting, FW update, fault reports..

.ou"0 .
o °° OpenCSMP Promotes a Unified FAN Eco-system
e Cisco Reference Design NIC and sw stack.

* |R510/530/IR8140 & FND & OpenCSMP provide an end-end,
flexible, secure & scalable mesh network

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco loT Field Network Director

Scalability

+
Simplicity

Security

+
Reliability

Visibility
+
reduced TCO

i’a° OpenCSMP

Lifecycle management for mesh devices.

Employs Cisco OpenCSMP management for Wi-

SUN devices

Zero touch deployment (ZTD)

Million scale mesh deployments.

Role-based access

Real time awareness — power outages, device
compromise alert

Data and network layer encryption
Certificate based device identity

Single Pane of glass for Wi-SUN endpoints &
Border routers.

Asset location tracking

Data ownership and control

Network monitoring and troubleshooting


https://github.com/CiscoDevNet/csmp-agent-lib
https://github.com/CiscoDevNet/csmp-agent-lib
https://github.com/CiscoDevNet/csmp-agent-lib
https://github.com/CiscoDevNet/csmp-agent-lib

Key Features of Wi-SUN FAN 1.1

| Cisco IoT-FND Low energy device operation (LE)

&% OpenCSMP « Low power nodes able to function for up to
h 20 years on a single battery charge. Use
cases: methane detection, water metering,
gas metering, and low power field sensing.
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Cisco Wi-SUN 1.1 Certification Progress

» Cisco IR8140, Cisco IR510 (900Mhz
Wi-SUN Router), and Cisco IR530
(Range Extender) are now PHY 1.1

certified.

« Cisco IR8140 FAN 1.1(Core, HP)
certification is underway.

© 2021 Cisco and/or
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PHY Test Compliance
Certificate

i is the Wi-SUN Physical (PHY) Layer certif y. Additional certification is required for ful

Wi-SUN Profile Compliance and Interoperability



https://wi-sun.org/wp-content/uploads/Case-0381_Wi-SUN-Certificate-PHY-FAN1_1-Profile.pdf
https://wi-sun.org/wp-content/uploads/Case-0380_Wi-SUN-Certificate-PHY-FAN1_1-Profile.pdf
https://wi-sun.org/wp-content/uploads/Case-0390_Wi-SUN-Certificate-PHY-FAN1_1-Profile.pdf
https://wi-sun.org/wp-content/uploads/Case-0381_Wi-SUN-Certificate-PHY-FAN1_1-Profile.pdf

Q&A?
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